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REGULATING HARMFUL CONTENT UNDER THE

INFORMATION TECHNOLOGY ACT, 2000

- ADMINISTRATIVE STRUCTURES AND SUBSTANTIVE REMEDIES 



Globalization and privatization – new regulation of e-commerce is necessitated

UNCITRAL Model Law on Electronic Commerce, 1996

Information Technology Act, 2000 – 
 1. Legal Recognition of Electronic Documents 
 2. Legal Recognition of Digital Signatures 
 3. Offenses and Contraventions 
 4. Justice Dispensation Systems for Cyber crimes 

-



1. Censorship - Art. 19(1)(a) and S. 69A, IT Act + Indian Telegraph Act

2. Intermediary Liability- S. 79, IT Act

3. Surveillance - S. 69 and 69B, IT Act

4. Cyber Security



Censorship - Art. 19(1)(a) and S. 69A, IT Act



Section 69
Power to issue directions for interception or monitoring or 
decryption of any information through any computer resource:



…Section 69
Power to issue directions for interception or monitoring or 
decryption of any information through any computer resource:





Information Technology (Procedure and Safeguards for Blocking for Access of Information by Public) 
Rules, 2009 (the “Blocking Rules")

Rule 3 - Central Government nominate a Joint Secretary as the “Designated Officer” to exercise the power of blocking online 
content.

Rules 4 and 6 - government agencies, central and state governments, and ministries may appoint “Nodal Officers" who are tasked 
with receiving a complaint from the public, assessing the need to take action under Section 69A, and further notifying the 
Designated Officer.

Rules 7 and 8 - Hereafter, - Designated Officer make “all reasonable efforts” to identify the person or the intermediary who has each 
blocking request must be evaluated by a Committee of Examiners
On receiving a blocking request hosted the impugned information online, - issue a notice to them to appear before the Committee 
and present their case opposing the proposed blocking.

The Committee examine the blocking request to determine whether it falls within the parameters of Section 69A(1) of the IT Act. 
Designated Officer sends the Committee’s recommendations to the Secretary of the Department of Information Technology, who 
takes the final decision regarding blocking.

Upon approval, the Designated Officer directs the concerned government agency or intermediary to block the offending content 



Exception to prior notice:

Rule 9 - blocking content in cases of an emergency. However, such an action must be confirmed within 48 hours. 
(TikTok case)

Rule 14 - a three member “Review Committee” (comprising of the three top bureaucrats) must meet once every two 
months to assess the compliance of the Committee’s directions with Section 69A of the IT Act.

Rule 16, - strict confidentiality to be maintained regarding “all the requests and complaints received and action taken 

thereof 



Shreya Singhal v Union of India (2015) 

Constitutionality of Section 69A of the IT Act along with the Blocking Rules was challenged - detailed
procedural safeguards to prevent misuse.

Section 69A of the IT Act (takedown tweets/posts/block apps) + Indian Telegraph Act 

(internet shutdown - disrupts, limits or denies access to the internet or telecommunication services in a 

particular geography) 



Intermediary Liability- S. 79, IT Act



• Avnish Bajaj vs. State 

• ITAA 2008 (Information Technology Amendment Act 2008)- 

Safe Harbour provision 

2001-08- Narrow definition of intermediary and protection only for offences under IT Act

Post 2008 Amendment- Intermediary- “any person, who on behalf of another person, receives, 

stores or transmits any particular electronic record or provides any service with respect to that 

record.”



Section 79.  Exemption from liability of intermediary in certain cases



The Information Technology (Intermediary Guidelines) Rules, 2011 ("Intermediary Guidelines") -

primary guidelines which intermediaries need to observe to avail safe-harbour protection. 

These guidelines list out the due diligence requirements that must be observed by intermediaries 

to avail the safe-harbour protection.

Actual knowledge by itself or by aggrieved + Due Diligence



Shreya Singh v. Union of India - to state that actual knowledge can be attributed to an 

intermediary only when there is a court order or notification from an appropriate government 

authority apprising the intermediary of unlawful content over its platform.



The 2021 Rules :

It supersede the 2011 guidelines for internet intermediaries.

Aim: Provide a robust complaint mechanism for social media and OTT platform users

The 2021 Rules classify the regulated entities into the following types:

Social media intermediary with less than 50 lakh registered Indian users;

Significant social media intermediary(“SSMI”) with more than 50 lakh registered Indian users;

Publisher of news and current affairs content including news aggregators,

Publisher of online curated content which covers all online streaming platforms including Over-the-

Top (‘OTT’) platforms.



The Information Technology (Intermediary Guidelines And Digital Media Ethics Code) 
Rules, 2021: Focusing on The 2023 Amendment

PART II 

DUE DILIGENCE BY INTERMEDIARIES AND GRIEVANCE REDRESSAL MECHANISM 

• Rule 3(1)(b)(v) required intermediaries to make reasonable efforts not to host content that:

“deceives or misleads the addressee about the origin of the message or knowingly and intentionally communicates
any misinformation or information which is patently false and untrue or misleading in nature or, in respect of any
business of the Central Government, is identified as fake or false or misleading by such fact check unit of the Central
Government.”



Rule 7. Non-observance of Rules.—

Where an intermediary fails to observe these rules, the provisions of sub-section (1) of section 79 of the Act shall not be 

applicable to such intermediary and the intermediary shall be liable for punishment under any law for the time being in 

force including the provisions of the Act and the Indian Penal Code.

Also, Section 69A of the IT Act, 2000 elucidates the procedure to issue takedown orders, which these notified 

amendments could bypass. 

Contrary to Shreya Singhal vs Union of India (2015), a verdict with clear guidelines for blocking content.

Equality and Due Process –Single authority to decide – CHILLING EFFECT  - Article 19

No judicial oversight



Bombay HC’s Kunal Kamra v Union of India judgment (2024)

• Division Bench (two Judges) - split verdict on the constitutionality of the 2023 amendment to the 

Information Technology (Intermediary Guidelines and Digital Media Ethics Code) Rules, 2021 (“IT 

Rules”).

• Justice Neela Gokhale upheld Rule 3(1)(b)(v) while Justice Gautam Patel struck it down.



J. Gokhale J. Patel

After flagging of content by the FCU - the 

intermediary acts according to its “existing 

policy” and can either remove the content 

but also show a disclaimer or warning to 

users that the content is false

After flagging of content by the FCU - the 

intermediary will obviously remove the 

content (for safe harbour provision)

Loss of safe harbour -intermediary liable only 

when hosting unlawful speech, and the 

intermediary could always defend itself 

against such liability in court

Safe harbour provision protects free speech 

right



Surveillance - S. 69 and 69B, IT Act
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